School Workforce Census

Data Security

FAQ for School Employees

Is this collection of data something new?

No, all of the data included within this collection are held in one form or another by the school already. In many cases these will be held on paper in your personnel file or in a local electronic system in the school.

The Census replaces  a number  of  separate  censuses, some  of  which are legal requirements , which are already collected  by schools  and  the  local authority  (LA )  and  passed  to the  DCSF.  These are :

· the  so-called  618G return which  is made  annually to the  DCSF and  which contains  much of  the staffing detail that is  required  by the  Census ;

· the staffing elements  of  the School Cenus, which also includes  pupil data;

· the  survey of  teacher’s pay;

· the  survey of teacher resignations  and  recruitment;

· the teacher vacancy  survey;

· the secondary school curriculum and staffing survey.

The proposal to consolidate  all of  these  data into a single  census has  been endorsed  and  supported nationally  by all of  the  school ltrade  unions  and  professional associations  
Who will see these data?

· In school
The data collected will be seen and entered onto the school’s management information system by authorised members of the office staff, who will already be handling your information. Information held electronically in the school will carry the same levels of confidentiality as is the case now. 

· In the Local Authority
Returns received by the authority will be handled by the same people as existing censuses – by authorised members  of the  Data Collection, Human Resources, and Payroll teams.
· In the DCSF
Only a dedicated team of analysts will have access to the School Workforce Census data servers. Only members of this team have access to the server room and access to the floor on which they are held is restricted.

Data will only be published in a summary form, e.g. 1) The number of science teachers with a degree in science 2) the number of TAs with an NVQ qualification.

What security measures are in place to prevent unauthorised access?

In schools entry to both the computer being used and also the management information system is password protected. Only authorised individuals will know this password. 

In the authority access to the secure transfer mechanism is limited. The transfer mechanism in place was purchased specifically with file transfers such as this in mind. It is a highly rated product that will ensure data are safe throughout the transfer. This very same mechanism has been in place for a number of years and is used regularly to transfer the  data contained  in the  censuses and  surveys listed  above.  

As stated above only a dedicated team of analysts at the DCSF working specifically on the School Workforce Census will have access to records. Only members of this team can gain access to the server room where these data are stored. Access is also restricted further in that only a limited number of staff has access to the floor on which the servers are stored.

What security measures are in place to ensure that data are not transferred to a CD, memory stick or other portable device which can subsequently be lost?

There is clear guidance within the authority on the use of such storage items. Any misuse of such a device would be a serious disciplinary matter. Access to school returns is kept to a minimum and there is never a need to use devices of this nature to complete the work necessary to transfer the data to the DCSF. The returns themselves are not stored within the authority once they have been processed preventing any possible long term threat to data security. 

At the DCSF we have been reassured that the data can only be viewed and worked on in their raw state within the School Workforce Census server room. Only surface level data looking at statistics nationally or on an authority level for example will come out of this server room by which time any personal information will no longer be included.

Do I have to provide these data?

Yes, there is a statutory requirement on the authority, schools and individual employees to provide these data. You should be provided with a fair processing notice either when you receive your contract if you are a new member of staff or directly from the school(s) at which you are employed alerting you to the need to transfer data about you to the DCSF. The School Workforce Census is compliant with the Data Protection Act.
How  do I find  out  what data  are being collected  about  me?
We are aware that there has been some confusion about what data items are being collected for the School Workforce Census. A web address has been given below to a word document below to provide clarity in this area. The document not only shows what is collected but in which returns that information is transmitted. A link to this data items document is also provided within the data security area of the School Workforce Census page on the Hertfordshire Grid for Learning.
http://www.thegrid.org.uk/schoolworkforce/census/documents/data_items.doc
A number of questions have been asked relating to two specific data items; car registration numbers and emergency contact details. These data items are not required as part of the census and consequently they will not be transmitted to the DCSF. They may however be requested by your Headteacher as management information, examples of where they would be useful for a school to hold which may help you to understand why they might be requested are as follows; they will know who to contact if a car on the school premises needs to be moved or if you are involved in an accident whilst at work and the school need to contact somebody on your behalf then they can do so.
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