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SIRO/IAO Guidance – Data Security in Schools - Dos and Don'ts
Introduction

This document has been adapted from the Becta document ‘Data Security – Dos and Don’ts’* as a guide for those undertaking the role of SIRO or IAO within schools. The aim of this guide is to raise awareness on safe handling of data, data security and roles and responsibilities.  Following these principles will help you to prevent information from being lost or used in a way which may cause individuals harm or distress and/or prevent the loss of reputation your school might suffer if you lose sensitive information about individuals.

The Data Protection Act applies to personal data (data that applies to a living person) whether it is held on a computer system or on paper. The Act requires that personal data is processed in accordance with certain principles and conditions.

Anyone who processes personal information must comply with eight principles, which make sure that personal information is:
1 fairly and lawfully processed

2 processed for limited purposes

3 adequate, relevant and not excessive

4 accurate and up to date

5 not kept for longer than is necessary

6 processed in line with the individual’s rights

7 secure

8 not transferred to other countries without adequate protection

Every item of personal data that is held or processed must be accurate and up to date, and held for no longer than necessary. When personal data is no longer relevant to the purpose for which it was originally obtained, and/or has reached the end of the period for which it must legally be retained, it must be destroyed in accordance with the relevant protective marking of the personal data. 

See Record Management guidance - Record Management Society website –

 http://www.rms-gb.org.uk/resources/848
See protective labelling information –

 http://schools.becta.org.uk/upload-dir/downloads/page_documents/information_risk_management.doc
Your roles and responsibilities

Everybody in the school has a shared responsibility to secure any sensitive information used in their day to day professional duties and even staff not directly involved in data handling should be made aware of the risks and threats and how to minimise them.

The ICO's new powers to issue monetary penalties came into force on 6 April 2010, allowing the Information Commissioner's office to serve notices requiring organisations to pay up to £500,000 for serious breaches of the Data Protection Act.

The data protection powers of the Information Commissioner's Office are to:

· Conduct assessments to check organisations are complying with the Act; 

· Serve information notices requiring organisations to provide the Information Commissioner's Office with specified information within a certain time period; 

· Serve enforcement notices and 'stop now' orders where there has been a breach of the Act, requiring organisations to take (or refrain from taking) specified steps in order to ensure they comply with the law; 

· Prosecute those who commit criminal offences under the Act; 

· Conduct audits to assess whether organisations processing of personal data follows good practice,

· Report to Parliament on data protection issues of concern

Important ‘Dos’

· make sure all staff are adequately trained

· issue staff with relevant guidance documents and policies

· follow guidance

· become more security aware

· encrypting

· labelling

· transmitting

· raise any security concerns

· encourage your colleagues to follow good practice and guidance

· report incidents

Please read in conjunction with document ‘Staff Guidance – Data Security in schools– Dos and Don’ts’ available on the grid. 
http://www.thegrid.org.uk/info/dataprotection/index.shtml#securedata
This guidance document ‘Staff Guidance – Data Security in schools– Dos and Don’ts’ should be issued to all staff. 
Why protect information?

Schools hold personal data on learners, staff and other people to help them conduct their day-to-day activities. Some of this information is sensitive and could be used by another person or criminal organisation to cause harm or distress to an individual. The loss of sensitive information can result in media coverage, and potentially damage the reputation of the school. This can make it more difficult for your school to use technology to benefit learners.

Who is responsible and what data handling changes are required?

 

 Senior Information Risk Owner (SIRO)

The SIRO is a senior member of staff who is familiar with information risks and the school’s response. Typically, the SIRO should be a member of the senior leadership team and have the following responsibilities:
· 
they own the information risk policy (strategies in place to identify and manage risks associated with information breaches) and risk assessment – see link below

· 
they appoint the Information Asset Owner(s) (IAOs)

they act as an advocate for information risk management

The Office of Public Sector Information has produced Managing Information Risk, [http://www.nationalarchives.gov.uk/services/publications/information-risk.pdf] to support SIROs in their role.

   Information Asset Owner (IAO) 
Schools should identify their information assets. These will include the personal data of learners and staff; such as assessment records, medical information and special educational needs data. Please refer to the appendix at the back of this document for examples of information assets that a school may hold.They should then identify an Information Asset Owner. 

The role of an IAO is to understand:

· 
what information is held, and for what purposes

· 
how information will be amended or added to over time

· 
who has access to the data and why

· how information is retained and disposed off

As a result, the IAO is able to manage and address risks to the information and make sure that information handling complies with legal requirements. Typically, there may be several IAOs within an institution, whose roles may currently be those of e-safety coordinator, ICT manager or information management systems manager.

Although these roles have been explicitly identified, the handling of secured data is everyone’s responsibility – whether they are an employee, consultant, software provider or managed service provider. Failing to apply appropriate controls to secure data could amount to gross misconduct or even legal action.

Information Risk Assessment

It is important that schools conduct thorough risk assessments on the assets they hold. This will help them plan appropriate security measures, such as physical security, access control, encryption, secure remote access, protective marking, logging, monitoring and user awareness training.
Please see Becta document “ DOCPROPERTY  Title  \* MERGEFORMAT 
Good practice in information handling: Information risk management and protective marking
” (link available in Further help and support) which also contains an Information Risk Actions Form (See appendix).
Carrying out an information risk assessment

Schools should carry out an information risk assessment to help them to manage information risks effectively. A good risk assessment will establish what security measures they already have in place and whether they are the most appropriate (and cost effective) available.

Conducting an information risk assessment is broadly similar to any other kinds of risk assessment. In general carrying out any risk assessment involves:

· recognising which risks are present

· judging the size of the risks

· prioritising the risks

Once the school has assessed the risks, they can decide how to reduce them or accept them as they stand.

Risk assessment is an ongoing process, particularly as risks change as threats evolve over time.

Recognising risks

IAOs should begin by listing all the personal and critical information assets they hold. (For more details on IAOs please refer to Becta document Good practice in information handling: Keeping data safe, secure and legal
). IAOs should then play a key role in the risk assessment process.

Organisations should use their asset lists to identify possible threats. Threats can come from many sources; ranging from physical threats, such as flooding or fire damage to human threats such as theft, hackers, criminals or poorly trained staff.  Statistics show that for UK public sector organisations (including educational organisations) threats arise mainly from lost documents or lost portable media. Stolen or lost laptops are also often sources of breaches and occasionally breaches of web security and insufficient destruction of disposed data.

Schools will already have measures and controls in place to reduce the risk from the threats they have identified. For example, the organisation will already back up critical data and hold it securely off-site. Server hardware will be located in physically secure locations. Organisations will already control and restrict access to management information systems, may anonymise sensitive data, and may enforce the use of strong passwords. Restrictions may be in place discouraging the copying of data to personal mobile devices or portable media.

Schools should check that any existing measures or controls they have in place are actually working. Failing measures or controls do not reduce risk. Schools should consider the consequences (impact level) of a security breach and the relevant Protective Marking Label.
Details about the scheme and Impact Levels are shown in the Becta documents  (see Further help and support) and on page 8 within this document.
Labelling sensitive information

Appropriate labelling of data should help schools secure data and so reduce the risk of security incidents. They will also help schools meet the minimum requirements of Data Handling Procedures in Government. http://www.cabinetoffice.gov.uk/reports/data_handling.aspx
Labelling sensitive information will help people handling it understand the need to keep it secure and to destroy it when it is no longer needed. This is especially important if sensitive information is combined into a report and printed.

The Information Asset Owner should work out how and what level to label the information staff view as part of their job. There are different levels of labelling depending on how just how sensitive the information is.
Staff will need to make sure that they label reports and other views of personal information with the right level of labelling. The systems used by your school may do this automatically; however, it is more likely that they will have to add the labels. The Information Asset Owner should be able to help staff decide on the right label to use.

The simplified process described below will help staff to choose the appropriate protective markings by carrying out the first few stages of an information risk assessment.
Step 1

Imagine a potential security breach, and consider:

9 Will it affect any member of the public?

10 Will someone lose more than £100?

11 Will it cause any kind of criminal case to fail?

12 Is there a risk of discomfort to someone?

13 Is anyone’s personal safety at risk?

14 Will it embarrass anyone?

If you answered no to all the questions, a document can be labelled as NOT PROTECTIVELY MARKED. This shows everyone that you have assessed it. If you answered yes to any of the questions, the document requires a higher level of protective marking.

Step 2

Imagine the same potential security breach as above, and consider:

15 Will it affect many members of the public and need extra resources locally to manage it?

16 Will an individual or small trader lose £1000 to £10,000?

17 Will a serious criminal case or prosecution fail?

18 Is someone’s personal safety at a moderate risk?

19 Will someone lose his or her reputation?

20 Will a large company or organisation lose £100,000 to £1,000,000?

If you have answered yes to any of the above questions, mark your document as RESTRICTED. However, if you think that the potential impact exceeds that stated in the question (for example, someone’s personal safety is at high risk) mark your document as CONFIDENTIAL.

Step 3

Mark all documents that do not fit NOT PROTECTIVELY MARKED or RESTRICTED as PROTECT. Where there is concern that a document might require a higher level of protection, organisations should err on the side of caution.
Impact levels and document labelling has been subject to extensive and significant reviews. Recently the Government has published HMG Security Policy Framework [http://www.cabinetoffice.gov.uk/spf], which recommends that the Government Protective Marking Scheme is used to indicate the sensitivity of data. The scheme is made up of five markings, which in descending order of sensitivity are: TOP SECRET, SECRET, CONFIDENTIAL, RESTRICTED, PROTECT and NOT PROTECTIVELY MARKED. 
Most learner or staff personal data that is used within schools will come under the PROTECT classification with a caveat. 
Protect and cavetti classifications that schools may use are;

· PROTECT – PERSONAL e.g. personal information about an individual client such as a pupil
· PROTECT – APPOINTMENTS e.g. to be used for information about visits from the Queen or government ministers

· PROTECT – LOCSEN e.g. for local sensitive information

· PROTECT – STAFF e.g. school staff and contractors only

· RESTRICTED – STAFF e.g. A large amount of data (information on over 





20 persons)
· RESTRICTED – PUPILS e.g. A large amount of data (information  on 20 persons)

All paper-based secured data should have a header or footer printed on each page containing the Protective Marking.

Schools should secure PROTECT or higher printed material in a lockable storage area or cabinet.

Schools should control access to protected data according to the role of the user. Organisations should not as, a matter of course, simply grant every member of staff access to the whole management information system.

In most cases electronic transmission and storage of data is more secure than paper based systems.
For more information about the Government Protective Marking Scheme, visit the Cabinet Office website [http://www.cabinetoffice.gov.uk/spf/sp2_pmac.aspx#18].

Applying the correct protective marking

If applied correctly, the Protective Marking System will ensure that only genuinely sensitive material is safeguarded. The following points should be considered when applying a protective marking: 

Applying too high a protective marking can inhibit access, lead to unnecessary and expensive protective controls, and impair the efficiency of a school’s business. 

Applying too low a protective marking may lead to damaging consequences and compromise of the asset.

The sensitivity of an asset may change over time and it may be necessary to reclassify assets. If a document is being de-classified or the marking changed, the file should also be changed to reflect the highest marking within its contents.

The criteria below provide a broad indication of the type of material at each level of protective marking. 

	Criteria for assessing TOP SECRET assets:

	· threaten directly the internal stability of the United Kingdom or friendly countries; 

· lead directly to widespread loss of life; 

· cause exceptionally grave damage to the effectiveness or security of United Kingdom or allied forces or to the continuing effectiveness of extremely valuable security or intelligence operations; 

· cause exceptionally grave damage to relations with friendly governments; 

· cause severe long-term damage to the United Kingdom economy. 

· 


	Criteria for assessing SECRET assets:

	· raise international tension; 
· to damage seriously relations with friendly governments; 

· threaten life directly, or seriously prejudice public order, or individual security or liberty; 

· cause serious damage to the operational effectiveness or security of United Kingdom or allied forces or the continuing effectiveness of highly valuable security or intelligence operations; 

· cause substantial material damage to national finances or economic and commercial interests. 


	Criteria for assessing CONFIDENTIAL assets:

	· materially damage diplomatic relations (i.e. cause formal protest or other sanction); 

· prejudice individual security or liberty; 

· cause damage to the operational effectiveness or security of United Kingdom or allied forces or the effectiveness of valuable security or intelligence operations; 

· work substantially against national finances or economic and commercial interests; 

· substantially to undermine the financial viability of major organisations; 

· impede the investigation or facilitate the commission of serious crime; 

· impede seriously the development or operation of major government policies; 

· shut down or otherwise substantially disrupt significant national operations. 


	Criteria for assessing RESTRICTED assets:

	· affect diplomatic relations adversely; 

· cause substantial distress to individuals; 

· make it more difficult to maintain the operational effectiveness or security of United Kingdom or allied forces; 

· cause financial loss or loss of earning potential or to facilitate improper gain or advantage for individuals or companies; 

· prejudice the investigation or facilitate the commission of crime; 

· breach proper undertakings to maintain the confidence of information provided by third parties; 

· impede the effective development or operation of government policies; 
· to breach statutory restrictions on disclosure of information; 

· disadvantage government in commercial or policy negotiations with others 

· undermine the proper management of the public sector and its operations. 
· 


	Criteria for assessing PROTECT (Sub-national security marking) assets:

	· cause distress to individuals; 

· breach proper undertakings to maintain the confidence of information provided by third parties; 

· breach statutory restrictions on the disclosure of information 

· cause financial loss or loss of earning potential, or to facilitate improper gain; 

· unfair advantage for individuals or companies; 

· prejudice the investigation or facilitate the commission of crime; 

· disadvantage government in commercial or policy negotiations with others. 


For full information please refer to ‘HMG Security Policy Framework’; Section ‘Security Policy No. 2’ http://www.cabinetoffice.gov.uk/spf/sp2_pmac.aspx
The Government Protective Marking Scheme and Impact Levels

The Cabinet Office recommends using numbered Impact Levels to assess the impact of security breaches on the confidentiality, integrity or availability of data. They also recommend organisations use the Government Protective Marking Scheme
. Schools should apply protective markings to paper and electronic reports and documents. The marking scheme shows how confidential the data in a given report or document is. However, it does not show the impact of security breaches on the integrity or availability of data. To try to simplify things for schools, Becta recommend that schools group their data according to the Government Protective Marking Scheme since this maps to Impact Levels for confidentiality and in effect assigns an Impact Level. Details on both Impact Levels and the Government Protective Marking Scheme are shown in this document as schools may still come across Impact Levels when dealing with other organisations in the public sector.

The Government Protective Marking Scheme has six categories of confidentiality. In increasing order these are; NOT PROTECTIVELY MARKED, PROTECT, RESTRICTED, CONFIDENTIAL, HIGHLY CONFIDENTIAL and TOP SECRET. Table 1 shows how the Protective Marking Scheme relates to Impact Levels.

Table 1: How Government Protective Marking Scheme maps to Impact Levels for confidentiality

	Government Protective Marking Scheme label
	Impact Level (IL)

	NOT PROTECTIVELY MARKED
	0

	PROTECT
	1 or 2

	RESTRICTED
	3

	CONFIDENTIAL
	4

	HIGHLY CONFIDENTIAL
	5

	TOP SECRET
	6


Please see Becta document “ DOCPROPERTY  Title  \* MERGEFORMAT 
Good practice in information handling: Information risk management and protective marking
” for details, explanations and information on how to work out the appropriate Protective Marking, what data should be included and key factors to consider when dealing with labelling and also importantly destruction markings.
Available from www.becta.org.uk/schools/datasecurity
Typical examples

Learner details management information system view

A typical view showing a single learner’s details might contain sensitive personal data such as medical information and notes and ethnic origin. Schools should ensure that they mark any electronic or printed exports of this information, clearly showing the relevant protective marking (see page 8). Schools may also add extra notes stating that handlers should securely delete or destroy the data should after use.

Emergency contact information for a field trip

Staff need to take emergency contact/medical information with them when taking learners on a field trip. The information may be held on paper, electronically, or both. Schools should ensure that staff keep the information as secure as is practical. However they should balance this against the need to make sure that the information is readily available to staff they need it. Staff should make sure that they securely destroy the information when they no longer need it.

Information containing Student UPN

This was the original advice from Becta using a screen shot of an IEP-

“This printed individual education plan (IEP) must be classified at IL3-Restricted because it contains the pupil's unique pupil number (UPN), a data element by itself classified as IL3-Restricted.”
Electronic document storage and transfer

Storage and access control
Schools should label documents with the appropriate protective marking, as described in above.

Schools should make sure that they use separate folders (directories) for documents with different protective markings. Schools should then control access to these so that only authorised people are able to access the documents.

Protective markings (Impact Levels) and exploiting ICT to improve parental engagement, including online reporting

Becta expects that schools will be demonstrating the move towards online reporting by using an integrated range of technologies such as email, SMS text, websites, learning platforms and management information systems to provide information to parents to help them engage with their children’s learning. 
Please refer to the Becta document “ DOCPROPERTY  Title  \* MERGEFORMAT 
Good practice in information handling: Information risk management and protective marking
” for examples of the sorts of information and the technologies that schools might exploit.
Sending and sharing

Do

· be aware of who staff are allowed to share information with. Staff should check with their Information Asset Owner if not sure

· ask third parties how they will protect sensitive information once it has been passed to them

· encrypt all removable media (USB memory drives, CDs, portable drives) that is removed from your school or sent by post or courier

( TrueCrypt is a free and open-source encryption software package for Windows Vista/XP, Mac OS X, and Linux platforms. [http://www.truecrypt.org/]  For more information - http://www.thegrid.org.uk/info/dataprotection/#securedata) 
 The recommended approach for encryption on USB portable drives is to purchase USB Memory Drives that have pre-installed encryption software. Further advice can be found on the SITSS website.
Information on encryption can also be found in the SITSS document ‘Network Manager/MIS Administrator or Manager Guidance’ available on the grid.

Don’t

· send sensitive information (even if encrypted) on removable media (USB memory drives, CDs, portable drives) if  secure remote access is available

· send sensitive information by email unless it is encrypted

· place protective labels on outside envelopes, use an inner envelope if necessary. This means that people can’t see from the outside that the envelope contains sensitive information

· assume that third party organisations know how your information should be protected

Audit Log and Incident Handling

For full guidance on how to keep logs to effectively handle security incidents such as a loss of protected data or the breach of the Acceptable Use Policy please refer to the Becta document “Good practice in information handling: Audit logging and incident handling”. 

Available from www.becta.org.uk/schools/datasecurity
The value of data can only be realised if the correct data is gathered and it is stored in a secure manner. It is also desirable to gather data in ways that avoid performance problems on the monitored systems, do not overstretch system resources, or unduly increase the workload of ICT administrators. 

Audit Log 

Do

· compile a report on systems that are deemed critical and determine what auditing or logging functions are turned on and who has access to these systems
· compile a report that summarises this data and focus on the amount of data produced to determine security and operating requirements such as storage and network efficiency 
· establish who has responsibility for the security of such critical systems and data and the procedures for resolving discoveries and remediation requirements
Handling Security Incidents

To be able to respond to a security incident you need to know an incident has occurred!

Incidents Handling 

Do

· acquire management commitment, in terms of human resources, budget and priority 

· identify a resolution team 

· nominate a primary responsible person for each incident 

· disseminate communications plan, including escalation procedures

· implement plan of action for rapid resolution 

· implement plan of action for non-recurrence 

· acquire a knowledge base of past security incidents, including steps taken for resolution and non-recurrence 

· run an awareness campaign 

Don’t

· ignore incidents or potential breaches of security

Storing personal, sensitive, confidential or classified information using Removable Media 
Do
· ensure removable media is purchased with encryption
· store all removable media securely

· securely dispose of removable media that may hold personal data
· encrypt all files containing personal, sensitive, confidential or classified data
· ensure hard drives from machines no longer in service are removed and stored securely or wiped clean
· ensure copies of data are securely dispose of after use
SIMS Master Machines

Do

· newly installed master machines should be encrypted, therefore password protecting data (all Master and Slave machines supplied by SITSS since Easter 2009 will be encrypted)
· ensure existing master machines are encrypted (as soon as practical)
· check back up logs each morning to avoid loss of data

Don’t

· share passwords without checking authorisation

Servers

Do

· back up tapes/discs must be securely stored in a fireproof container
· back up tapes taken off site should be encrypted where possible
· back up tapes taken off site must be securely transported and stored at all times

Zombie Accounts

Zombie accounts refers to accounts belonging to users who have left the school and therefore no longer have authorised access to the school’s systems. Such Zombie accounts when left active can cause a security threat by allowing unauthorised access.
· Ensure that all user accounts are disabled once the member of the school has left 

· Prompt action on disabling accounts will prevent unauthorized access 

· Regularly change generic passwords to avoid unauthorized access (Microsoft© advise every 42 days)

Further advice available http://www.itgovernance.co.uk/
General

Do

· implement policies on keeping computers up-to-date with the latest security updates. Computers need regular updates to their operating systems, web browsers and security software (anti-virus and anti-spyware). Ensure your IT team are aware.

· remember your Leadership and HGfL will monitor and record (log) the websites staff visit

· make sure that only approved software is installed on machines

· be wary of links to websites in emails, especially if the email is unsolicited

· only download files or programs from sources you trust. 

· check that your school has an acceptable internet use policy and ensure staff follow it

· ensure all hard copies of data are securely  stored and then disposed of when no longer required

· ensure that confidential electronic data is not removed from the school’s premises without encryption

· ensure that hard copies of confidential data are securely transported and stored when removed from school

· ensure that paper copies are correctly labelled

· ensure only authorised staff are allowed to remove data from the school’s premises

 Further help and support

Your organisation has a legal obligation to protect sensitive information. Your Senior Management  should be aware of their legal obligations under the Data Protection Act 1998. For more information visit the website of the Information Commissioners Office [http://www.ico.gov.uk/].

· Advice on esafety - http://www.thegrid.org.uk/eservices/safety/policies.shtml
Further guidance - http://www.thegrid.org.uk/info/dataprotection/index.shtml#securedata
Advice on esafety - http://www.thegrid.org.uk/eservices/safety/policies.shtml
* Full Becta guidance & documents are available at the link below

· Data Handling Procedures in Government

· HMG Security Policy Framework

· Keeping data safe, secure and legal

· Dos and Don’ts

· Data encryption

· Information risk management and protective markings

· Audit logging and incident handling

· Secure remote access

· http://schools.becta.org.uk/index.php?section=lv&catcode=ss_lv_mis_im03&rid=14734
School’s toolkit is available - Record Management Society website - http://www.rms-gb.org.uk/resources/848
Test your online safety skills [http://www.getsafeonline.org].
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Appendix 1 

Information Risk Actions Form 
(could be included in the ‘Register of Information Assets – Appendix 3)

	Information Asset 
	Information Asset Owner
	Protective Marking 
	Likelihood
	Overall risk level (low, medium, high)
	Action(s) to minimise risk

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Appendix 2

This Policy in Brief can be issued to visitors, laminated and posted at workstations or used as appropriate by the school. Schools will need to customised to suit local arrangements
School Policy in Brief (amend / delete <    > as necessary)
· At this school we have a Acceptable Use policy which is reviewed at least annually, which all staff sign.  Copies are kept on file.  We use the LA model policy. 

· ICT Acceptable Use Agreements are signed by all Staff/Governors/Students/Visitors. We use the LA model agreements.

· Safe Handling of Data Guidance documents are issued to all members of the school who have access to sensitive or personal data.

Protect and Restricted material must be encrypted if the material is to be removed from the school.

· At this school we ... <encrypt flash drives /  use automatically encrypted flash drives> for this purpose and limit such data removal.

· At this school we use <the DCSF S2S site> to securely transfer CTF pupil data files to other schools.

· At this school we follow LA guidelines for the transfer of any other internal data transfer, using <Outlook> <secure export to Local Authority Pupil Database>.

Protect and Restricted material must be held in a lockable storage area or cabinet if in an un-encrypted format (such as paper)

· At this school we store such material in <lockable storage cabinets in a lockable storage area>.

· At ths school all servers are <in lockable locations and> managed by CRB-checked staff.

· At this school we use follow LA back-up procedures and <lock the tapes in a secure cabinet>.  <Back-ups are encrypted>.  <No back-up tapes leave the site on mobile devices.>

· At this school we use <protocol> for disaster recovery on our admin server.

Disposal: Protect and Restricted material electronic files must be securely overwritten and other media must be shredded, incinerated or otherwise disintegrated for data. 

· At this school we use the Authority's recommended current disposal firm <other named firm> for disposal of system harddrives where any protected or restricted data has been held.

· At this school paper based sensitive information is <shredded, using cross cut shredders>.

· <At this school we are using secure file deletion software>.

· Laptops used by staff at home (loaned by the school) where used for any protected data <are brought in and disposed of through the same procedure>. <From 2009 all laptops have been set-up with laptop hardrive encryption>.

· SuperUsers with access to setting-up usernames and passwords which enable users to access data systems e.g. for email, network access, SLG and Learning Platform access are controlled by <the LA processes, supported by the LA ICT Support Service> and  / or by <name  /role>. 

· Security policies are reviewed and staff updated at least annually and staff know who to report any incidents where data protection may have been compromised.  Staff have guidance documentation.

This should be regarded as work in progress and will be amended following national / regional advice (could include Risk Assessment information if desired –  see Appendix 1)
Appendix 3: Protective Marking Scheme: Information Assets: Risk Assessment Information
	Senior Information Risk Owner (SIRO):
	 
	
	

	
	
	
	(named person)
	(delete and change as appropriate)
	

	Data and information assets
	Impact Level (IL)
	Data label
	Information Asset Owner
	Who has access to enter information
	Purpose

	ContactPoint
	IL3
	Restricted
	 
	Head / SENCO
	ECM/statutory returns

	Pupil data (MIS)
	 
	 
	 
	 
	 

	Core pupil data
	IL2
	Protect
	 
	Senior Admin Officer/office administrators
	ECM/statutory returns

	Attendance
	IL2
	Protect
	 
	Senior Admin Officer/office administrators / class teachers
	ECM/statutory returns

	SEN
	IL2
	Protect
	 
	SENCO/ Senior Admin Officer
	ECM/statutory returns

	EAL
	IL2
	Protect
	 
	EAL Lead
	ECM/statutory returns

	Exclusion, behaviour
	IL2
	Protect
	 
	SENCO/ Senior Admin Officer/ class teachers / Deputy
	ECM/statutory returns

	Reports and assessments
	IL2
	Protect
	 
	Class teachers / Pastoral tutor / Headteacher 
	ECM/statutory returns

	Tagged (named) student photos
	IL2
	Protect
	 
	Senior Admin Officer/office administrators
	Safety/security

	Unique Pupil Number (UPN)
	IL3
	Restricted
	 
	Senior Admin Officer/office administrators
	ECM/statutory returns

	Child protection data
	IL3
	Restricted
	 
	 
	ECM/statutory returns

	Staff data (MIS)
	 
	 
	 
	 
	 

	Core staff data sets
	IL2
	Protect
	 
	Senior Admin Officer/Bursar
	ECM/statutory returns

	Training and absence data
	IL2
	Protect
	 
	Senior Admin Officer/Bursar / Deputy headteacher
	ECM/statutory returns

	Finance system
	 
	 
	 
	 
	 

	Purchase Orders, Invoices, Payments
	IL2
	Protect
	 
	Senior Admin Officer/Bursar
	Sound financial management

	Approvals and budget setting
	IL2
	Protect
	 
	Head
	Sound financial management

	Access control / passwords
	 
	 
	 
	 
	 

	Network password lists
	IL2
	Protect
	 
	Network Manager
	Access to system(s)

	Learning Platform password information
	IL2
	Protect
	 
	School LMLE SuperUser administrator
	Access to system(s)

	Learning Platform password information
	IL2
	Protect
	 
	LP administrator
	Access to system(s)

	Disaster recovery contact system
	 
	 
	 
	 
	 

	Parental messaging system information
	IL2
	Protect
	 
	Senior Admin Officer/ Head / Deputy
	Business continuity/communication

	Emergency mobile phone loaded with data 
	IL2
	Protect
	 
	Head / Deputy / Senior Admin Officer
	Business continuity/communication

	Other potentially sensitive material
	 
	 
	 
	 
	 

	Tagged (named) student photos
	IL2
	Protect
	 
	Class teachers / Network Manager
	Teaching and learning

	Learning Platform
	IL2
	Protect
	 
	Class teachers / LP SuperUsers
	Teaching and learning

	School website
	IL2
	Protect
	 
	Office administrator / web officer / Head
	Business continuity/communication

	Information sent to parents
	IL1
	Unclassified
	 
	Head / Deputy / Class teachers
	Business continuity/communication

	schools' other systems - specify
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� Available from � HYPERLINK "http://www.becta.org.uk/schools/datasecurity" �www.becta.org.uk/schools/datasecurity� 





� http://www.cabinetoffice.gov.uk/spf/sp2_pmac.aspx
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