This should be regarded as work in progress and will be amended following national / regional advice

Protective Marking Scheme: Information Assets

	Senior Information Risk Owner (SIRO):
	 
	
	

	
	
	
	(named person)
	(delete and change as appropriate)
	

	Data and information assets
	Impact Level (IL)
	Data label
	Information Asset Owner
	Who has access to enter information
	Purpose

	ContactPoint
	IL3
	Restricted
	 
	Head / SENCO
	ECM/statutory returns

	Pupil data (MIS)
	 
	 
	 
	 
	 

	Core pupil data
	IL2
	Protect
	 
	Senior Admin Officer/office administrators
	ECM/statutory returns

	Attendance
	IL2
	Protect
	 
	Senior Admin Officer/office administrators / class teachers
	ECM/statutory returns

	SEN
	IL2
	Protect
	 
	SENCO/ Senior Admin Officer
	ECM/statutory returns

	EAL
	IL2
	Protect
	 
	EAL Lead
	ECM/statutory returns

	Exclusion, behaviour
	IL2
	Protect
	 
	SENCO/ Senior Admin Officer/ class teachers / Deputy
	ECM/statutory returns

	Reports and assessments
	IL2
	Protect
	 
	Class teachers / Pastoral tutor / Headteacher 
	ECM/statutory returns

	Tagged (named) student photos
	IL2
	Protect
	 
	Senior Admin Officer/office administrators
	Safety/security

	Unique Pupil Number (UPN)
	IL3
	Restricted
	 
	Senior Admin Officer/office administrators
	ECM/statutory returns

	Child protection data
	IL3
	Restricted
	 
	 
	ECM/statutory returns

	Staff data (MIS)
	 
	 
	 
	 
	 

	Core staff data sets
	IL2
	Protect
	 
	Senior Admin Officer/Bursar
	ECM/statutory returns

	Training and absence data
	IL2
	Protect
	 
	Senior Admin Officer/Bursar / Deputy headteacher
	ECM/statutory returns

	Finance system
	 
	 
	 
	 
	 

	Purchase Orders, Invoices, Payments
	IL2
	Protect
	 
	Senior Admin Officer/Bursar
	Sound financial management

	Approvals and budget setting
	IL2
	Protect
	 
	Head
	Sound financial management

	Access control / passwords
	 
	 
	 
	 
	 

	Network password lists
	IL2
	Protect
	 
	Network Manager
	Access to system(s)

	Learning Platform password information
	IL2
	Protect
	 
	School LMLE SuperUser administrator
	Access to system(s)

	Learning Platform password information
	IL2
	Protect
	 
	LP administrator
	Access to system(s)

	Disaster recovery contact system
	 
	 
	 
	 
	 

	Parental messaging system information
	IL2
	Protect
	 
	Senior Admin Officer/ Head / Deputy
	Business continuity/communication

	Emergency mobile phone loaded with data 
	IL2
	Protect
	 
	Head / Deputy / Senior Admin Officer
	Business continuity/communication

	Other potentially sensitive material
	 
	 
	 
	 
	 

	Tagged (named) student photos
	IL2
	Protect
	 
	Class teachers / Network Manager
	Teaching and learning

	Learning Platform
	IL2
	Protect
	 
	Class teachers / LP SuperUsers
	Teaching and learning

	School website
	IL2
	Protect
	 
	Office administrator / web officer / Head
	Business continuity/communication

	Information sent to parents
	IL1
	Unclassified
	 
	Head / Deputy / Class teachers
	Business continuity/communication

	schools' other systems - specify
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