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Headteacher’s Guidance - Data Security in schools - Dos and Don'ts
Please read in conjunction with document “Staff Guidance – Data Security in schools -  Dos and Don’ts”. Guidance Documents
The Staff guidance document mentioned above or one written by your school should be issued to all staff.

Introduction

This document has been adapted from the Becta document ‘Data Security – Dos and Don’ts’* as a guide for Leaders within schools. The aim of this guide is to raise awareness on safe handling of data, data security, roles and responsibilities and where potential breaches of security could occur.  Following these principles will help you and your staff prevent information from being lost or used in a way which may cause individuals harm or distress and/or prevent the loss of reputation your school might suffer if you lose sensitive information about individuals.

Your roles and responsibilities

Everybody in the school has a shared responsibility to secure any sensitive information used in their day to day professional duties and even staff not directly involved in data handling should be made aware of the risks and threats and how to minimise them.

The ICO's new powers to issue monetary penalties came into force on 6 April 2010, allowing the Information Commissioner's office to serve notices requiring organisations to pay up to £500,000 for serious breaches of the Data Protection Act.

The data protection powers of the Information Commissioner's Office are to:

· Conduct assessments to check organisations are complying with the Act; 

· Serve information notices requiring organisations to provide the Information Commissioner's Office with specified information within a certain time period; 

· Serve enforcement notices and 'stop now' orders where there has been a breach of the Act, requiring organisations to take (or refrain from taking) specified steps in order to ensure they comply with the law; 

· Prosecute those who commit criminal offences under the Act; 

· Conduct audits to assess whether organisations processing of personal data follows good practice,
· Report to Parliament on data protection issues of concern
Important ‘Dos’

· identify who are the SIRO and IAO(s) within your school (see below)
· issue staff guidance document “Staff Guidance – Data Security in schools – Dos and Don’ts” available on the grid. http://www.thegrid.org.uk/info/dataprotection/index.shtml#securedata
· issue staff with School Policy for ICT Acceptable Use (eSafety, Data Security & Disposal of ICT Equipment) This contains significant guidance on esafety and data security http://www.thegrid.org.uk/eservices/safety/policies.shtml
· encourage your colleagues to follow good practice and guidance

· make sure all staff are adequately trained

· become more security aware

· encrypting

· labelling

· transmitting

· raise any security concerns & report any incidents – please refer to the Becta document ‘Audit logging and incident handling’ -  [http://schools.becta.org.uk/upload-dir/downloads/audit_logging.pdf]
Who is responsible and what data handling changes are required?

Data Handling Procedures in Government [http://www.cabinetoffice.gov.uk/reports/data_handling.aspx] highlighted two roles that have responsibility for information security risk management. Schools may already have staff with different titles who carry out these roles. However, it is strongly recommend that schools use the titles below (and the responsibilities attached to them).

Senior Information Risk Owner (SIRO)

The SIRO is a senior member of staff who is familiar with information risks and the school’s response. Typically, the SIRO should be a member of the senior leadership team and have the following responsibilities:

· 
they own the information risk policy (strategies in place to identify and manage risks associated with information breaches) and risk assessment – see link below
· 
they appoint the Information Asset Owner(s) (IAOs)

they act as an advocate for information risk management

The Office of Public Sector Information has produced Managing Information Risk, [http://www.nationalarchives.gov.uk/services/publications/information-risk.pdf] to support SIROs in their role.

Information Asset Owner (IAO)

Any information that is sensitive needs to be protected. This will include the personal data of learners and staff; such as assessment records, medical information and special educational needs data. Schools should identify an Information Asset Owner. For example, the school’s Management Information System (MIS) should be identified as an asset and should have an Information Asset Owner. In this example the MIS Administrator or Manger could be the IAO. Please refer to the appendix at the back of this document showing examples of assets a school may hold.
The role of an IAO is to understand:

· 
what information is held, and for what purposes

· what information needs to be protected (e.g. any data that can be linked to an individual, pupil or staff etc including UPN, teacher DCSF number etc)

· 
how information will be amended or added to over time

· 
who has access to the data and why

· how information is retained and disposed off

As a result, the IAO is able to manage and address risks to the information and make sure that information handling complies with legal requirements. In a Secondary School, there may be several IAOs, whose roles may currently be those of e-safety coordinator, ICT manager or Management Information Systems administrator or manager.

Although these roles have been explicitly identified, the handling of secured data is everyone’s responsibility – whether they are an employee, consultant, software provider or managed service provider. Failing to apply appropriate controls to secure data could amount to gross misconduct or even legal action.

Labelling sensitive information

It is good practice (where possible) to label sensitive information, this will help people handling it understand the need to keep it secure and to destroy it when it is no longer needed. This is especially important if sensitive information is combined into a report and printed.

Your Information Asset Owner should inform staff of the correct level of labelling for documents viewed by staff. There are different levels of labelling depending on just how sensitive the information is.

Appropriate labelling of data should help schools secure data and so reduce the risk of security incidents. They will also help schools meet the minimum requirements of Data Handling Procedures in Government (see link on page 1).
Impact levels and document labelling has been subject to extensive and significant reviews. Recently the Government has published HMG Security Policy Framework [http://www.cabinetoffice.gov.uk/spf], which recommends that the Government Protective Marking Scheme is used to indicate the sensitivity of data. The scheme is made up of five markings, which in descending order of sensitivity are: TOP SECRET, SECRET, CONFIDENTIAL, RESTRICTED and PROTECT. 
The simplified process described below will help staff to choose the appropriate protective markings by carrying out the first few stages of an information risk assessment.
Step 1

Imagine a potential security breach, and consider:

1 Will it affect any member of the public?

2 Will someone lose more than £100?

3 Will it cause any kind of criminal case to fail?

4 Is there a risk of discomfort to someone?

5 Is anyone’s personal safety at risk?

6 Will it embarrass anyone?

If you answered no to all the questions, a document can be labelled as NOT PROTECTIVELY MARKED. This shows everyone that you have assessed it. If you answered yes to any of the questions, the document requires a higher level of protective marking.

Step 2

Imagine the same potential security breach as above, and consider:

7 Will it affect many members of the public and need extra resources locally to manage it?

8 Will an individual or small trader lose £1000 to £10,000?

9 Will a serious criminal case or prosecution fail?

10 Is someone’s personal safety at a moderate risk?

11 Will someone lose his or her reputation?

12 Will a large company or organisation lose £100,000 to £1,000,000?

If you have answered yes to any of the above questions, mark your document as RESTRICTED. However, if you think that the potential impact exceeds that stated in the question (for example, someone’s personal safety is at high risk) mark your document as CONFIDENTIAL.

Step 3

Mark all documents that do not fit NOT PROTECTIVELY MARKED or RESTRICTED as PROTECT. Where there is concern that a document might require a higher level of protection, organisations should err on the side of caution.
Information containing Student UPN

This was the original advice from Becta using a screen shot of an IEP-

“This printed individual education plan (IEP) must be classified at IL3-Restricted because it contains the pupil's unique pupil number (UPN), a data element by itself classified as IL3-Restricted.”
Most learner or staff personal data that is used within schools will come under the PROTECT classification with a caveat. 

Protect and cavetti classifications that schools may use are;

· PROTECT – PERSONAL e.g. personal information about an individual – clients such as pupils
· PROTECT – APPOINTMENTS e.g. to be used for information about visits from the Queen or government ministers

· PROTECT – LOCSEN e.g. for local sensitive information

· PROTECT – STAFF e.g. school staff and contractors only

· RESTRICTED – STAFF e.g. A large amount of data (information on over 





20 persons)
· RESTRICTED – PUPILS e.g. A large amount of data (information  on 20 persons)
For further information please refer to the document ‘SIRO IAO Guidance for Schools on Data Security.doc’ available on the SITSS website. This document should be made available to your nominated SIRO and IAO(s).

http://www.thegrid.org.uk/info/dataprotection/index.shtml#securedata
Things you can do to help prevent security problems

There are plenty of things that you should do (or not do) that will greatly reduce the risks of sensitive information going missing or being obtained illegally. Many of these ‘dos and don’ts’ will apply to how you handle your own personal information and will help you protect your own privacy.

Full guidelines are contained in the staff guidance document mentioned on Page 1 of this document. 
http://www.thegrid.org.uk/info/dataprotection/index.shtml#securedata
General

Do

· identify your SIRO and IAO(s)

· check that your school has an ICT Acceptable Use Policy and ensure staff follow it

· implement policies on keeping computers up-to-date with the latest security updates. Computers need regular updates to their operating systems, web browsers and security software (anti-virus and anti-spyware). Ensure your IT team are aware.

· remember your Leadership and HGfL will monitor and record (log) the websites staff visit

· make sure that only approved software is installed on machines

· only download files or programs from sources you trust
· be wary of links to websites in emails, especially if the email is unsolicited

· ensure only authorised staff are allowed to remove data from the school’s premises

· ensure that confidential electronic data is not removed from the school’s premises without encryption

· ensure that paper copies of personal data are correctly labelled

· ensure all hard copies of sensitive data are securely  stored and then disposed of when no longer required
· ensure that hard copies of confidential data are securely transported and stored when removed from school

· ensure zombie accounts (of leavers) are removed

Third Party Relationships

When a school contracts a third party to provide a service on the school's behalf then you are covered under your Data Protection registration to supply the data to the contracted organisation.  However the method used to provide them with the data must be secure and meet UK DP standards.

In the case of SAM Learning, which is an LA contract, the method of transmitting the pupil data is secure.

Any third party companies that schools wish to enter into contract with must meet the DP standards of the school.  For example they must: 

· guarantee the data will not go outside the EU

· provide a secure mechanism by which the school can transmit the data to them

Do 

· consider are any third party relationships with your school understood in terms of their information risks?

· suppliers have clear understanding of what standards they need to meet? Have you spelt out the standards? Are the consequences of failure clear and contractually robust? 

· you have a robust process for assessing suppliers’ performance against these standards? Are you sufficiently confident that the supplier is managing their information risks? 

· key staff know what suppliers can/can’t do and can/can’t request from you in terms of data?


Full guidance can be found - Managing Information Risk, [http://www.nationalarchives.gov.uk/services/publications/information-risk.pdf
Passwords

Do

· ensure that staff follow your school’s password policy

· use good password practices e.g do not disclose your password to an unauthorised source

Laptops and Workstations
Do

· shut down your laptop or workstation using the ‘Shut Down’ or ‘Turn Off’ option

· try to prevent people from watching you enter passwords or view sensitive information

· turn off and store your laptop securely, for example if travelling use your hotel room’s safe or temporarily lock it out of sight in the boot of your car
· use a physical laptop lock if available to prevent theft

· lock your desktop when leaving your laptop or workstation unattended

· make sure your laptop, if it is likely to hold personal or sensitive data,  is protected with encryption software

· secure the workstation when away from the work area, even if the plan is to return in just a minute through the use of a password protected screen saver
· use good password practices e.g never keep your id and password details with your laptop

Don’t

· store remote access tokens with your laptop

· leave your laptop unattended unless you trust the physical security in place

· use public wireless hotspots. They are not secure
· leave your laptop in your car. If this is unavoidable, temporarily lock it out of sight in the boot

· let unauthorised people use your laptop

· use hibernate or standby

Sending and sharing

Do

· be aware of who you are allowed to share information with. Check with your Information Asset Owner if you are not sure
· ask third parties how they will protect sensitive information once it has been passed to them

· encrypt all removable media (USB memory drives, CDs, portable drives) that is removed from your school or sent by post or courier (a key to open the encrypted data will need to be supplied to the recipient separately)
· ensure that all USB memory drives are purchased with an encryption chip installed
Don’t

· send sensitive information (even if encrypted) on removable media (USB memory drives, CDs, portable drives) if  secure remote access is available
· send sensitive information by email unless there is no alternative
· place protective labels on outside envelopes, use an inner envelope if necessary. This means that people can’t see from the outside that the envelope contains sensitive information
· assume that third party organisations know how your information should be protected
Working onsite

Do

· lock sensitive information away when left unattended

· use a lock for your laptop to help prevent opportunistic theft

· make backup copies and protect them the same as the originals
Don’t

· let strangers or unauthorised people into staff areas

· position screens where they can be read from outside the room 

Working offsite

Do

· only take information offsite as necessary 
· ensure that it is protected offsite in the ways referred to above

· wherever possible access information remotely instead of taking it offsite

· be aware of your location and take appropriate action to reduce the risk of theft

· try to reduce the risk of people looking at what you are working with

· leave your laptop behind if you travel abroad ( some countries restrict or prohibit encryption technologies)

MIS Master Machines

Do

· ensure newly installed master machines are encrypted, therefore password protecting data (all Master and Slave machines supplied by SITSS since Easter 2009 will be encrypted)
· ensure existing master machines are encrypted where possible
· limit physical access rights to master machines

Servers

Do

· always keep servers in a locked and secure environment

· limit access rights 

· ensure that all staff are compliant with the guidelines referring to server security and data protection as recommended in the Network Manager’s Guidance document
http://www.thegrid.org.uk/info/dataprotection/index.shtml#securedata
Email and messaging

Do

· ensure staff have read the protocols and guidance on the grid (currently under review)

http://www.intra.thegrid.org.uk/eservices/email/protocols/index.shtml
· ensure staff have read or are aware of your school’s policy on dealing with emails from all sources

· ensure staff only use school email accounts, not personal ones such as Yahoo or Hotmail for work related items

Future Developments

There is currently a review taking place on the way emails are sent whereby all such communications between government organisations are sent using GCSx. 

GCSx stands for the Government Connect Secure eXtranet. It provides a  more secure communications system (i.e. more secure then the internet).
When sending an email you need to put a security classification in the first line of the email. For emails to do with information about a pupil, for example, you need to put in PROTECT – PERSONAL on the first line of the email.

This also needs to go on the top of any documents that you send (i.e. Word documents, Reports, Forms, including paper documents you send in hardcopy, etc). The name of the individual is not to be included in the subject line and the document containing the information should be encrypted. This provides additional security.
Transmitting personal data securely 


All schools are required by the Data Protection Act to ensure that personal data is held and transmitted securely.  Personal data is data about an identifiable individual.  In a school, this would be about a pupil, a member of the school staff, a governor, etc.  The Unique Pupil Number (UPN) counts as personal data

  Do
When schools (including Academies) or LAs send information about identifiable pupils or staff to each other or to the DCSF, it MUST be sent by a secure method. For further information on the recommended routes please refer to your Network Manager or full guidance documents on the Becta website (*see back page).
Don’t

· send encrypted or password-protected files via open email; a misdirected or intercepted email can be decrypted or a password broken – encryption is not foolproof

Data Encryption

For further information please refer to the document ‘Network Manager/MIS Administrator or Manager Guidance for Schools on Data Security.doc’ available on the SITSS website and which should be made available to your ICT Network Manager and MIS Administrator or Manager.

http://www.thegrid.org.uk/info/dataprotection/index.shtml#securedata
Full guidance on data encryption can be found on the Becta website. Becta Schools - Data handling security guidance for schools or by visting http://www.becta.org.uk
Quick wins for data handling compliance

It is recognised that conflicts exist in existing policy, practice, technology and budgets. Becta, DCSF, DIUS, JANET(UK) are working across government, education and with suppliers to implement the required changes, but there are a number of requirements that schools can implement more easily to reduce the risks of security incidents.

Operational

· 
make sure staff
 with access to personal data on children or vulnerable adults have enhanced CRB clearance
· 
appoint a Senior Risk Information Officer (SIRO)

· 

conduct data security training for all users

· 
put in place a policy for reporting, managing and recovering from information risk incidents.

· 
make learners (and parents where applicable) aware of what data is being held about them and what it is being used for by issuing Privacy
 Notices

· shred, pulp or incinerate paper containing personal data when no longer required.

· make sure that, where appropriate, contracts for employment state that employees handle such data and that misuse of this is a disciplinary matter.

Technological

· implement and/or require suppliers or hosting partners to implement Secure Sockets Layer (SSL) or Internet Protocol Security (IPSec) encryption for remote access to personal data in management information systems, learning platforms and portals
·  beware of using other remote access suppliers e.g. similar to the ones advertised on TV. Schools using alternative remote assistance software should seek assurance from their support provider
·  Netop on Demand is a secure process as it is driven by SITSS centre with customer permission
·  SITSS advice would be to use HCC VPN protocol as this is a totally secure encrypted tunnel

·  SITSS are also offering a collection or delivering service whereby HCC staff laptops required for remote access to the school’s MIS can have the VPN client installed and configured using the school’s credentials (username and password). Laptops accessing personal data remotely away from school must be connected via a wired connection (not wireless) to the user’s broadband router. N.B. such laptops must be school owned equipment not personal.
·  schools that host their own eportal such as offered by Capita or SERCO should be aware that by default these protocols are not SSL but should be configured to be so
·  RM Easylink is SSL and a secure way of accessing school files remotely
· school networks are secure from external interference (hacking)

· schools are recommended to keep antivirus measures up to date
· 
encrypt media that contains personal data that is to be removed from the school.

Further help and support

Your organisation has a legal obligation to protect sensitive information. Your Senior Management  should be aware of their legal obligations under the Data Protection Act 1998. For more information visit the website of the Information Commissioners Office [http://www.ico.gov.uk/].

· Advice on esafety - http://www.thegrid.org.uk/eservices/safety/policies.shtml
Further guidance - http://www.thegrid.org.uk/info/dataprotection/index.shtml#securedata
Advice on esafety - http://www.thegrid.org.uk/eservices/safety/policies.shtml
* Full Becta guidance & documents are available at the link below

· Data Handling Procedures in Government

· HMG Security Policy Framework

· Keeping data safe, secure and legal

· Dos and Don’ts

· Data encryption

· Information risk management and protective markings

· Audit logging and incident handling

· Secure remote access

· http://schools.becta.org.uk/index.php?section=lv&catcode=ss_lv_mis_im03&rid=14734
School’s toolkit is available - Record Management Society website - http://www.rms-gb.org.uk/resources/848
Test your online safety skills [http://www.getsafeonline.org].
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Appendix 1 

Information Risk Actions form 
(could be included in the ‘Register of Information Assets – Appendix 3)

	Information Asset 
	Information Asset Owner
	Protective Marking 
	Likelihood
	Overall risk level (low, medium, high)
	Action(s) to minimise risk

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Appendix 2

This Policy in Brief can be issued to visitors, laminated and posted at workstations or used as appropriate by the school. Schools will need to customised to suit local arrangements

School Policy in Brief (amend / delete <    > as necessary)
· At this school we have a Acceptable Use policy which is reviewed at least annually, which all staff sign.  Copies are kept on file.  We use the LA model policy. 

· ICT Acceptable Use Agreements are signed by all Staff/Governors/Students/Visitors. We use the LA model agreements.

· Safe Handling of Data Guidance documents are issued to all members of the school who have access to sensitive or personal data.

Protect and Restricted material must be encrypted if the material is to be removed from the school.

· At this school we ... <encrypt flash drives /  use automatically encrypted flash drives> for this purpose and limit such data removal.

· At this school we use <the DCSF S2S site> to securely transfer CTF pupil data files to other schools.

· At this school we follow LA guidelines for the transfer of any other internal data transfer, using <Outlook> <secure export to Local Authority Pupil Database>.

Protect and Restricted material must be held in a lockable storage area or cabinet if in an un-encrypted format (such as paper)

· At this school we store such material in <lockable storage cabinets in a lockable storage area>.

· At ths school all servers are <in lockable locations and> managed by CRB-checked staff.

· At this school we use follow LA back-up procedures and <lock the tapes in a secure cabinet>.  <Back-ups are encrypted>.  <No back-up tapes leave the site on mobile devices.>

· At this school we use <protocol> for disaster recovery on our admin server.

Disposal: Protect and Restricted material electronic files must be securely overwritten and other media must be shredded, incinerated or otherwise disintegrated for data. 

· At this school we use the Authority's recommended current disposal firm <other named firm> for disposal of system harddrives where any protected or restricted data has been held.

· At this school paper based sensitive information is <shredded, using cross cut shredders>.

· <At this school we are using secure file deletion software>.

· Laptops used by staff at home (loaned by the school) where used for any protected data <are brought in and disposed of through the same procedure>. <From 2009 all laptops have been set-up with laptop hardrive encryption>.

· SuperUsers with access to setting-up usernames and passwords which enable users to access data systems e.g. for email, network access, SLG and Learning Platform access are controlled by <the LA processes, supported by the LA ICT Support Service> and  / or by <name  /role>. 

· Security policies are reviewed and staff updated at least annually and staff know who to report any incidents where data protection may have been compromised.  Staff have guidance documentation.

This should be regarded as work in progress and will be amended following national / regional advice (could include Risk Assessment information if desired –  see Appendix 1)

Appendix 3: Protective Marking Scheme: Information Assets: Risk Assessment Information 
	Senior Information Risk Owner (SIRO):
	 
	
	

	
	
	
	(named person)
	(delete and change as appropriate)
	

	Data and information assets
	Impact Level (IL)
	Data label
	Information Asset Owner
	Who has access to enter information
	Purpose

	ContactPoint
	IL3
	Restricted
	 
	Head / SENCO
	ECM/statutory returns

	Pupil data (MIS)
	 
	 
	 
	 
	 

	Core pupil data
	IL2
	Protect
	 
	Senior Admin Officer/office administrators
	ECM/statutory returns

	Attendance
	IL2
	Protect
	 
	Senior Admin Officer/office administrators / class teachers
	ECM/statutory returns

	SEN
	IL2
	Protect
	 
	SENCO/ Senior Admin Officer
	ECM/statutory returns

	EAL
	IL2
	Protect
	 
	EAL Lead
	ECM/statutory returns

	Exclusion, behaviour
	IL2
	Protect
	 
	SENCO/ Senior Admin Officer/ class teachers / Deputy
	ECM/statutory returns

	Reports and assessments
	IL2
	Protect
	 
	Class teachers / Pastoral tutor / Headteacher 
	ECM/statutory returns

	Tagged (named) student photos
	IL2
	Protect
	 
	Senior Admin Officer/office administrators
	Safety/security

	Unique Pupil Number (UPN)
	IL3
	Restricted
	 
	Senior Admin Officer/office administrators
	ECM/statutory returns

	Child protection data
	IL3
	Restricted
	 
	 
	ECM/statutory returns

	Staff data (MIS)
	 
	 
	 
	 
	 

	Core staff data sets
	IL2
	Protect
	 
	Senior Admin Officer/Bursar
	ECM/statutory returns

	Training and absence data
	IL2
	Protect
	 
	Senior Admin Officer/Bursar / Deputy headteacher
	ECM/statutory returns

	Finance system
	 
	 
	 
	 
	 

	Purchase Orders, Invoices, Payments
	IL2
	Protect
	 
	Senior Admin Officer/Bursar
	Sound financial management

	Approvals and budget setting
	IL2
	Protect
	 
	Head
	Sound financial management

	Access control / passwords
	 
	 
	 
	 
	 

	Network password lists
	IL2
	Protect
	 
	Network Manager
	Access to system(s)

	Learning Platform password information
	IL2
	Protect
	 
	School LMLE SuperUser administrator
	Access to system(s)

	Learning Platform password information
	IL2
	Protect
	 
	LP administrator
	Access to system(s)

	Disaster recovery contact system
	 
	 
	 
	 
	 

	Parental messaging system information
	IL2
	Protect
	 
	Senior Admin Officer/ Head / Deputy
	Business continuity/communication

	Emergency mobile phone loaded with data 
	IL2
	Protect
	 
	Head / Deputy / Senior Admin Officer
	Business continuity/communication

	Other potentially sensitive material
	 
	 
	 
	 
	 

	Tagged (named) student photos
	IL2
	Protect
	 
	Class teachers / Network Manager
	Teaching and learning

	Learning Platform
	IL2
	Protect
	 
	Class teachers / LP SuperUsers
	Teaching and learning

	School website
	IL2
	Protect
	 
	Office administrator / web officer / Head
	Business continuity/communication

	Information sent to parents
	IL1
	Unclassified
	 
	Head / Deputy / Class teachers
	Business continuity/communication

	schools' other systems - specify
	 
	 
	 
	 
	 

	
	
	
	
	
	

	Last updated:
	 
	Updated by:
	 
	


� Includes permanent and contract staff within organisations and suppliers.


� At the time of writing the ICO (www.ico.gov.uk) has launched the publishing of a Privacy Notices Code of Practice.  The Code of Practice will help organisations to draft clear privacy notices and make sure that they collect information about people fairly and transparently. The Code contains good and bad examples that organisations will be able to use to help draw up their own privacy notices.


� Schools should see http://www.thegrid.org.uk/info/dataprotection/index.shtml#fair for the HCC version of the Privacy Notice
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