Freedom of Information Act Starter Guide for Hertfordshire Schools

About this Document

Audience: This document is aimed at the School Governor who is aware that local authorities are subject to the Freedom of Information Act (FOIA) from January 2005, know that they must prepare and do not know where to start. It is not intended for those who are already expert or who are considering sophisticated implementations.

Scope: This document will describe what must be done to prepare for FOIA, and indicate what is the best practice that we have. It will be prescriptive, and suggest a single approach rather than suggesting options. 

It is not intended to be a single source for all information on the subject, but it is intended to be a start point.

Structure: This document is a short guide structured around the principal areas that need to be addressed. The document identifies existing templates and examples as accompanying electronic files.

Liability, Ownership, Protection

This document is made available for use, without guarantees and without licensing costs, by local authorities and any other bodies referencing local government services. 

Content can be reproduced free of charge in any format or media without requiring specific permission. This is subject to the material not being used in a derogatory manner or in a misleading context. 

References

Freedom of Information Act, 2000, ISBN 010 563 600

Introduction to the Freedom of Information Act

The Freedom of Information Act (FOIA) became law in November 2000. FOIA comes fully into force on 1st January 2005, and must be implemented by November 2005. 

Upon request from a member of the public local authorities must confirm or deny the existence of a piece of information. If the information exists you must make it available within 20 working days.

Your Responsibility

Members of the public will ask for access to information you hold. You need to be prepared. You need to know what you have and where it is, and how to access it. The expected level of requests mean that it is unlikely that you will have the time and resource to respond to each request without preparation. You need to manage requests for information.

The High Level Plan

There are five high level steps to follow:

· Prepare your organisation 

· Know what information you have

· Publish what information you hold

· Manage the information you have

· Manage requests from the public

The following five sections introduce an approach to following these five steps. Every organisation is different and it is impossible to provide a single detailed approach that is appropriate for everyone. Where there are resources available to help you find out more or tools and methods that can help, these are indicated at the end of each section.

Prepare Your School

All information that your school has, in any form, is covered by the provisions of the Act. Your school needs to understand that and be prepared for the impact of FOIA on each part of the business and each of their business processes. Each individual needs to know this.

The details of how you prepare the organisation are in part dependent on what you do in the remaining steps of this plan. But you should expect to:

· Prepare the organisation and set expectations

· Establish and publish guidelines on the use of systems and the creation and storage of all forms of information

· Develop a policy for the retention and disposal of records

· Develop and maintain a disposal schedule

· Identify where processes and responsibilities change, and ensure that a training programme is in place to support those staff

Available resources:

Example presentation 

Example records management policy

Disposal schedule example

Records management Society – Retention Guidelines for Local Authorities

CRM Information Management Policy

National Archives – policy for managing email

PRO Corporate policy on electronic records

Know What Information You Have

You need to know what information you have and the processes you follow to manage it. Only then will you be able to work out what to do with it to be prepared for FOIA. 

You need to undertake an information audit to establish what you have. This is an essential step.

Purpose of the information audit

The information audit has a number of purposes:

· Establish what information you have, who owns it, who uses it, and what format it is in

· Establish where the organisation will add further information

· Identify any gaps or any duplication of information

· Indicate any issues that you need to address

· Indicate the relative importance to you of the information resources and assess the likelihood of requests for them

What the information audit needs to cover

The information audit covers all types of information, including electronic information in computer systems and printed materials. It includes formalised records, but also includes less structured information such as e-mail and documents. It includes information held in common and held on PCs.

What the information audit needs to record

The level of audit can vary. You need to audit to the level that is appropriate for your organisation. Ideally you should undertake all of the following:

· Information needs analysis: survey that asks what information resources and services people need to do their job. Good for finding out what is actually used and needed. Good at identifying both gaps and redundant information

· Information asset register: establish a complete and current database of what is held to support business procedures and activities. This is especially useful for identifying the structured information that is held in computer systems

· Information assessment: systematic, first level fact finding and analysis process to document and evaluate information flows and explicit or recorded information resources. This is the detailed review of the information assets and will give you the basis for your information management system

Available resources:

Records Management Society – Information Audits

Information needs analysis example form

Classification form

Information asset Register Notes

Notes on Metadata and classification

Metadata is a way of classifying an information resource. Good quality metadata will improve the discoverability of information and speed processes associated with its disclosure. 

Applying metadata consistently to information resources will:

· Provide a consistent way of recording FOIA information

· Ensure information resources are consistently described – improves ability to locate information

· Eases the transfer of information if there are changes in responsibility between organisation

During the information audit you need to collect information so that you can identify what metadata you need to apply to the information that you will be managing. 

You need to consider the granularity of the information and where you apply the metadata. Granularity defines the degree to which the content of an information resource (e.g. folder or file, document, sub-document) is identified and accessible. Granularity is important because it helps determine at what level metadata is applied.

There are a number of resources available to help you define metadata:

· E-Government Metadata Standard describes the wide range of metadata, and also indicates which fields are mandatory

· Local Government Category List provides a subject based list for all activities by local government, and is an excellent base for classification

Notes on exemption

You need to collect answers to the following key questions about each item of information as you undertake your information audit:

· Is it already in the public domain? 

· Would it be difficult to make available for cost or technical reasons? 

· Is the information likely to be requested on a regular basis? Who has requested this type of information in the past? 

· Is the information subject to and absolute exemption or likely to be subject to a prejudice or public interest test?

The Act groups together information by type of exemption. There are 23 types of exemption. Reasons for exemption are:

· No exemptions apply

· Exemption applies subject to public interest test

· Exemption applies subject to public interest and prejudice tests

· Absoluter exemption applies

Publish What Information You Hold

You must make information available proactively, not just have information ready for requests from the public. Section 19 of the Act sets out the Publication Scheme provisions. Publications Schemes give details of the classes of information that an authority makes available proactively and how they are accessible.

You must provide this information.

Available resources:

Department of Constitutional Affairs FOIA Publication Schemes

Department of Constitutional Affairs Publication Scheme (example)

Implementing information management systems and processes

You need to manage, store and retrieve information. You need to make sure that any solution you implement takes into account all your information resources. 

Having a defined information architecture allows you to make an informed decision on EDRMS, CMS, and CRM system to choose.

Whatever solution you select it must:

· Capture and classify information

· Search and retrieve – no matter where it is stored

· Maintain, store, and protect information

· Automate the update, archive and disposal of information

· Audit processes for information accountability

There are other likely benefits that accrue. These are not pre-requisites for FOIA. You will be able to:

· Find information easily

· Process information requests quickly

· Achieve a higher standard of customer service

· Have better information planning

· Improve information sharing between departments and organisations

· Demonstrate compliance and accountability

Available resources:

PRO guidelines on EDRMS selection

E-GMS

LGCL

Manage Customer Requests

Managing access to information is as important as managing the information. You must ensure that the policies and procedures are in place to support your staff. The key procedures are:

· Correspondence procedure 

· FOIA access request procedure

· Appeals procedure

As well as managing requests and your relationship with those making requests – you also need to capture, analyse and exploit that information to reduce the burden of compliance, improve customer satisfaction, and realise other benefits

Enquiries and responses

You must co-ordinate all interactions with enquirers, regardless of where they enter the authority. Your process must keep a log of all activities.

You must also develop a process to identify, locate, retrieve and deliver information. It is sensible to delegate this activity to the areas of the business that have expertise.

You need a process to apply exemptions. You should ask the area of the business to indicate where they believe that exemptions apply but that advice should be verified with an appropriate authority. You should also keep a log of all exemptions.

The purpose of having a proceduralised approach is to:

· Demonstrate compliance through audit trail

· Handle complaints effectively

· Identify vexatious and repeated requests

· Identify requests that appear to be part of an organised campaign

· Ensure one part of the organisation is not disclosing information another part thinks of as exempt

· Measure performance

Acquire knowledge

You can record information about requests and disclosures, about the people who are making requests and the information requested. You will understand what exemptions are being applied and where. Capturing this will enable you to:

· Apply exemptions consistently

· Develop an understanding of the public interest

· Further develop publication schemes

· Determine resources for FOIA compliance

· Determine the level of granularity to apply metadata

· Determine the scope and classes of information

Glossary of terms

Classification: the process by which the documents of an organisation are categorised or grouped in retrieval systems

Content management system (CMS): computer system that facilitates the creation, management and deployment of homogenous information content, usually for external publication. The content is normally stored in a neutral format. In some systems it can be published to multiple formats, not just web.

Customer relationship management (CRM): deals with all interactions with customers and includes the people, processes and technology involved in supporting customers. 

Document: a document may be a text file, a spreadsheet, an email, a sound file, an image, a digital video. It can also be a printed item.

Document management (DM or DMS): Process for managing the lifecycle of a document from inception, version creation, publication, storage, retention and disposal

Electronic document and records management system (EDRMS): Combines the functions of document and records management in one system

Granularity: Granularity defines the degree to which the content of an information resource (e.g. folder or file, document, sub-document) is identified and accessible. Granularity is important because it helps determine at what level metadata is applied. It is very useful in FOIA solution because it could be used to pull out a piece of non-exempt information in a large document that is subject to exemption. Identifying the right level of granularity to apply metadata will also improve the accuracy of searches, as only relevant information within documents or aggregations of documents will be returned. In practice the application of metadata to a level of granularity within a document will need to be prioritised based on the likelihood of that information being requested or subject to exemption.

Information architecture: The art of organising information to best fulfil the needs of end users. This involves the investigation and analysis of existing content and the context in which it is or will be used, in order to identify the key units of information, and their attributes and behaviour

Information audit: A process which reviews and maps organisational information needs, creation, flow and storage. It identifies gaps, duplication, costs, and value. It uncovers the barriers to effective information flow.

Metadata: Describes the attributes of a piece of information, usually a document or parts of a document and is composed of a number of fields. Examples: author, title, file type, size, content description, copyright, access and so on.

Records management (RM or RMS): Creation, storage, retrieval, and disposal of all format records (paper, electronic, etc) where information resides. It manages a corporate filing structure to which records are classified and stored. It holds explicit disposal schedules to determine how long records should be kept and how they should be disposed of.

Exemption …

Important note: Remember that the right to access is to “information”, not just documents. This means that you cannot simply consider whether a whole document is exempt. You need to consider whether parts of it may be covered by one or more exemptions. Parts of a document that are not covered by exemption must be made available.

Classes of information: include these in the publication scheme that you have to publish. 

This must have meaning to people who are looking for information and to those who create and manage the information. But this must not be primarily for internal needs or to follow historical filing systems if these do not support the principle of “reasonable accessibility”.
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